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ABSTRACT This paper presents a comprehensive framework for real-time cardiac arrest detection and heart-disease predic-
tion that integrates Internet of Things (IoT) sensing, advanced signal preprocessing, and state-of-the-art deep learning models
based on deep convolutional neural networks (DCNNs). The proposed system combines continuous ambulatory acquisition
of physiological waveforms (single-lead and multi-lead ECG, photoplethysmography (PPG), respiration and accelerometry)
through wearable IoT nodes with a hierarchical data-management pipeline for edge preprocessing, secure transmission,
and cloud-based inference. Signal preprocessing applies artifact removal, beat segmentation, and time—frequency feature
extraction; these engineered representations are fed to a hybrid DCNN—temporal network that fuses convolutional feature
encodings with sequential modelling to capture both morphological and temporal dynamics relevant to acute cardiac events.
The model performs two linked tasks: (1) early detection of cardiac arrest and life-threatening arrhythmias with low latency
for automated alerting and dispatcher integration; and (2) longitudinal risk stratification for heart disease prediction using
multimodal time-series and clinical metadata. Evaluation is performed on publicly available ECG/PPG benchmarks and
on a clinical in-hospital dataset, using sensitivity, specificity, Fl-score, area under the receiver operating characteristic
curve (AUC-ROC), and time-to-detection as primary metrics. The system also addresses deployment considerations: energy-
efficient edge inference, privacy-preserving transmission, and clinician-centred explainability (saliency maps and attention-
based explanations). Results demonstrate that the integrated IoT+DCNN approach attains high sensitivity for early arrest
detection while providing robust predictive performance for longer-term cardiovascular risk. The contributions of this work
are: (i) a reproducible system architecture combining wearable [oT acquisition with a hybrid DCNN temporal model for
dual tasking (acute detection + chronic prediction); (ii) rigorous evaluation on heterogeneous datasets showing clinically
relevant performance gains; and (iii) practical design guidelines for real-world deployment, including latency, energy, and
explainability constraints.
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1. INTRODUCTION

Cardiovascular diseases (CVDs) remain the leading cause of
mortality worldwide, accounting for nearly 18 million deaths
annually, of which sudden cardiac arrest constitutes a signif-
icant proportion. Despite remarkable advances in clinical di-
agnosis, therapeutic interventions, and preventive measures,
timely detection and monitoring of cardiac events continue
to pose a major public health challenge |[]I]. Traditional
hospital-based monitoring systems are often constrained to
critical-care environments and cannot guarantee continuous
surveillance of at-risk patients beyond clinical settings. Con-
sequently, many cases of sudden cardiac arrest occur outside
hospitals, where immediate medical support is unavailable,
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resulting in catastrophic outcomes. This highlights the urgent
necessity for robust, real-time, and scalable systems that can
reliably detect acute cardiac anomalies and predict chronic
heart disease risk using ubiquitous technologies [2].

Recent technological convergence in the fields of Internet
of Things (IoT), artificial intelligence (AI), and biomedical
signal processing offers a transformative opportunity to ad-
dress these challenges [3]-[9]. IoT-enabled wearable devices
provide continuous, non-invasive, and real-time acquisition
of physiological signals such as electrocardiography (ECG),
photoplethysmography (PPG), heart rate variability (HRV),
and oxygen saturation, allowing uninterrupted health mon-
itoring beyond clinical infrastructure [I0]]. Parallelly, deep
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learning—particularly deep convolutional neural networks
(DCNNs)—has demonstrated state-of-the-art performance in
extracting hidden patterns and temporal dependencies from
complex biomedical signals. By integrating these two do-
mains, a new paradigm emerges: intelligent cardiac monitor-
ing systems that can both detect imminent cardiac arrest and
predict longer-term disease progression, while ensuring real-
world deployability through cloud-edge architectures |[|11].

1.1 Overview

This research proposes the design and implementation of a
dual-purpose monitoring system that leverages IoT-enabled
wearable devices and deep learning methodologies for car-
diac arrest detection and heart disease prediction. The study
introduces an end-to-end framework encompassing data ac-
quisition, signal preprocessing, deep learning-based analy-
sis, and alert generation. Specifically, DCNNs are employed
to capture morphological and temporal features from ECG
and PPG signals, enabling accurate classification of cardiac
events, while multimodal IoT sensor integration enhances
system reliability and robustness. The proposed system is
not confined to acute event detection; it also incorporates
predictive modelling for identifying individuals at higher risk
of developing cardiovascular diseases, thereby shifting the
focus from reactive treatment to proactive prevention.

1.2 Scope and objectives

The scope of this research lies in bridging the gap between
real-time cardiac event detection and long-term disease pre-
diction through a unified IoT and Al-driven framework. Un-
like conventional approaches limited to either diagnostic or
predictive capacity, this work seeks to integrate both dimen-
sions within a scalable system architecture suitable for real-
world deployment. The primary objectives of the study are as
follows:

1) To design a scalable IoT-based monitoring infrastruc-
ture for continuous collection and secure transmission
of cardiac-related physiological signals.

2) To develop a deep convolutional neural network
(DCNN)-driven analytical pipeline capable of detect-
ing sudden cardiac arrest and arrhythmias with low
latency.

3) To construct predictive models that leverage longitudi-
nal data for assessing long-term heart disease risk.

4) To evaluate the proposed system on benchmark datasets
and real-world clinical signals using metrics such as
sensitivity, specificity, F1-score, AUC-ROC, and time-
to-detection.

5) To address practical implementation concerns such as
energy-efficient edge inference, privacy preservation,
and explainable Al for clinical trust and adoption.

1.3 Author motivation

The motivation for this research stems from the persistent
global burden of cardiovascular mortality and the limitations
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of existing monitoring systems in ensuring timely detec-
tion and prevention. Conventional hospital-based diagnostic
methods, although accurate, are not scalable for continuous
monitoring, especially in rural or resource-limited regions.
Similarly, wearable fitness trackers, while popular, lack the
analytical depth required for critical cardiac event predic-
tion. The authors are driven by the vision of democratizing
access to advanced cardiovascular care by designing an in-
telligent, accessible, and clinically relevant monitoring sys-
tem that transcends geographical and infrastructural barriers.
By combining IoT’s pervasive sensing capability with deep
learning’s predictive power, this work aspires to contribute
to the development of smart healthcare ecosystems where
early intervention and personalized risk prediction become
the norm rather than the exception.

1.4 Paper Structure

The remainder of this paper is organized as follows. Section
presents a comprehensive literature review, critically ex-
amining existing research on IoT-based health monitoring,
deep learning applications in cardiac analysis, and hybrid
frameworks for detection and prediction. Section 3] outlines
the mathematical modelling and methodology, detailing the
proposed system architecture, data processing pipeline, and
DCNN framework. Section [ describes the experimental
setup, datasets, evaluation metrics, and presents the results
along with comparative analyses. Section [5|discusses the im-
plications of the findings, identifies potential limitations, and
explores clinical integration challenges. Section [6] concludes
the study by summarizing key contributions, highlighting
future research directions, and providing recommendations
for real-world adoption.

In essence, this research positions itself at the intersec-
tion of healthcare, artificial intelligence, and the Internet of
Things, proposing a transformative monitoring system that
unifies acute cardiac arrest detection and long-term heart dis-
ease prediction. By addressing both clinical and technological
dimensions, the study aims to contribute meaningfully to
the vision of next-generation intelligent healthcare systems—
capable of saving lives through timely detection and shaping
healthier futures through predictive prevention.

2. LITERATURE REVIEW
The integration of artificial intelligence and IoT-enabled tech-
nologies into cardiac healthcare has received substantial at-
tention in recent years, owing to the persistent global bur-
den of cardiovascular diseases (CVDs) [12]]-[15]]. Several
researchers have explored deep learning-driven systems for
arrhythmia detection, sudden cardiac arrest prediction, and
long-term risk stratification, providing important insights into
the feasibility of intelligent monitoring platforms. A critical
review of the literature reveals both significant progress and
existing limitations, which this study aims to address |[|16]—-
[20].

Recent systematic reviews have underlined the potential of
machine learning (ML) and deep learning (DL) for improving
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cardiac arrest management and patient outcomes. Betshrine
et al. [21] provided a comprehensive meta-analysis, con-
firming that ML-based approaches can significantly enhance
survival prediction and clinical decision support in cardiac
arrest cases. Similarly, Betshrine et al. [22] synthesized
multiple ML studies for heart disease prediction, concluding
that hybrid models leveraging multiple modalities outperform
single-signal approaches. These studies underscore the clin-
ical promise of data-driven models while emphasizing the
necessity of robust, generalizable frameworks.

With the increasing availability of ECG datasets and wear-
able sensor data, deep learning approaches—particularly con-
volutional neural networks—have been applied to classify ar-
rhythmias and detect pathological events. Betshrine etal. [23|]
demonstrated that DCNNs trained on ECG signals achieved
high accuracy in detecting heart disease, while Shekokar et
al. [24] introduced a linear DCNN (LDCNN) architecture
that significantly improved arrhythmia classification perfor-
mance compared with conventional CNNs. Patel et al. [25]]
conducted a systematic review confirming the superiority of
DL methods for ECG-based tasks, especially when combined
with advanced preprocessing. These works validate the effi-
cacy of deep convolutional networks for biomedical signal
analysis.

Beyond arrhythmia detection, several studies have ex-
tended DL applications to sudden cardiac arrest prediction.
William et al. [26] employed deep neural networks to predict
cardiac arrest from routine ECGs, reporting clinically relevant
gains in predictive accuracy. William et al. [27] developed
Deep EDICAS, a DL model that predicted in-hospital car-
diac arrest using emergency department data, demonstrat-
ing promising sensitivity in real-world clinical environments.
Further, William et al. [28|] validated DL-based prediction
models across multiple hospital cohorts, highlighting general-
ization challenges when models are transferred across health-
care settings. These studies reveal the importance of ensuring
external validation and robustness in predictive frameworks.

IoT-driven health monitoring has emerged as a parallel
research stream to enhance accessibility and scalability of car-
diac surveillance. Jaiswal et al. [29] presented a hybrid IoT-
deep learning system for heart disease prediction, integrating
multiple sensors with attention-based neural networks. Simi-
larly, Jaiswal et al. [30]] reviewed IoT-based healthcare moni-
toring architectures, identifying their potential for continuous
cardiac assessment but noting challenges in energy efficiency
and data privacy. Practical deployments of IoT-enabled ECG
monitoring for arrhythmia detection have been described by
Jaiswal et al. [31]] and others, who emphasized the importance
of signal reliability and real-time data transmission. Col-
lectively, these studies reinforce the growing importance of
IoT-enabled wearable technologies in extending monitoring
beyond traditional clinical environments.

Furthermore, multimodal and ensemble learning frame-
works have been proposed to improve prediction accuracy
and robustness. Gin et al. [32] introduced a multimodal
ensemble model combining physiological signals and clinical
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metadata for predicting in-hospital cardiac arrest, achieving
significant improvements in predictive power. Gupta et al.

[33]] similarly reviewed hybrid Al frameworks and argued
that ensemble strategies outperform single-model approaches
for ECG rhythm classification. These insights underscore the
necessity of combining diverse data modalities and model
architectures to enhance generalizability.

Despite these advances, several research gaps remain. First,
most existing frameworks focus exclusively on either acute
event detection (e.g., sudden cardiac arrest) or long-term risk
prediction, but rarely integrate both within a single archi-
tecture [34]]-[37]. This limits their clinical utility in pro-
viding holistic cardiac monitoring. Second, while many DL
models achieve high accuracy in experimental settings, exter-
nal validation studies reveal significant performance degra-
dation when deployed across heterogeneous patient cohorts
and real-world conditions, highlighting the need for robust
generalizable systems. Third, IoT-driven monitoring studies
often neglect energy efficiency, secure data transmission, and
privacy-preserving mechanisms, all of which are critical for
clinical acceptance. Fourth, explainability remains underex-
plored; most deep learning models operate as “‘black boxes,”
limiting trust and interpretability for clinicians. Finally, few
studies provide design guidelines for scalable edge—cloud
architectures that balance real-time processing with resource
constraints [38]].

In light of these gaps, the present study proposes a unified
IoT-enabled deep learning framework that simultaneously
addresses both real-time cardiac arrest detection and long-
term heart disease prediction. By employing a hybrid DCNN-
based model with multimodal IoT sensor integration, this
work aims to enhance robustness, generalizability, and clin-
ical interpretability. Furthermore, the study explicitly con-
siders deployment-related challenges such as latency, energy
optimization, and explainable Al to bridge the gap between
algorithmic development and practical adoption in healthcare
ecosystems.

3. METHODOLOGY

The methodology of this study is designed to establish a
unified framework that integrates Internet of Things (IoT)-
enabled wearable sensing with deep convolutional neural net-
works (DCNNs) for dual-purpose cardiac monitoring: (i) real-
time cardiac arrest detection, and (ii) long-term heart disease
prediction. The proposed system is divided into four intercon-
nected layers: data acquisition through IoT-enabled sensors,
signal preprocessing and feature engineering, mathematical
modelling using DCNNSs for classification and prediction, and
alert generation with interpretability mechanisms. Each layer
is rigorously defined with analytical formulations to ensure
reproducibility and extendibility.

3.1 loT-Based Data Acquisition Framework

The first stage of the system involves capturing physiological
signals using IoT-enabled wearable devices such as ECG
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patches, PPG sensors, and accelerometers. Let the raw multi-
channel signal stream be denoted as:

X(t) ={xecc(t) xppc(t) xur (1) Xspo, (1) Xace(t) },

where xgcg(t) is the ECG waveform, xppg(t) is the photo-
plethysmography signal, xyz(¢) denotes instantaneous heart
rate, Xsp0,(f) is oxygen saturation, and x4 (f) represents
accelerometry data. The signals are sampled at frequency f;,
transmitted to an edge node (smartphone or gateway), and
subsequently forwarded to the cloud for advanced processing.

The IoT communication protocol follows a layered archi-
tecture based on MQTT (Message Queuing Telemetry Trans-
port) for lightweight transmission. If B denotes the available
bandwidth, and n the transmission efficiency, the effective
throughput can be modelled as:

R.p=n-B-logy(1+SNR),

€lo, 7],

where SNR represents the signal-to-noise ratio of the com-
munication channel. The selection of lightweight protocols
ensures minimal latency for cardiac arrest alerts.

3.2 Signal Preprocessing and Feature Engineering
Biomedical signals are often contaminated by baseline drift,
motion artifacts, and high-frequency noise. Preprocessing is
thus essential before feeding signals into the deep learning
model.

1) Filtering: A bandpass filter is applied to ECG signals:
e (1) =Fp (x6c6 (1) fiows frigh)

where J;, represents the bandpass filtering operation
with cutoff frequencies fj,,,=0.5 Hz and fj;,,=45 Hz.

2) Normalization: To standardize input, z-score normal-
ization is performed:

where p is the mean and o the standard deviation over
the signal window.

3) Segmentation: Cardiac cycles are segmented around R-
peaks using Pan—Tompkins algorithm, yielding beats of
length L. Thus,

S:{slaSQa cee

represents the beat-segmented dataset.
4) Time-Frequency Representation: Short-time Fourier
transform (STFT) is applied to ECG/PPG segments:

Sn}, SiGRL,

oo

Z x(t) w(t—r) e,

[=—00

STFT (T ,w) =

where w(z) is a windowing function. This yields a
spectrogram input suitable for convolutional networks.

3.3 Deep Convolutional Neural Network (DCNN)
Architecture

The proposed DCNN serves as the backbone of both cardiac
arrest detection and long-term prediction tasks.
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3.3.1. Forward Convolutional Operations
Given an input segment s;€R~, the convolutional layer ap-
plies kernel filters K; as:

—a (Z K(l *h —|—b(1)>

" is the j™ feature map at layer /, * denotes convo-

where hj

lution, o (-) is a non-linear activation (ReLU), and bj@ is the
bias.

3.3.2. Pooling Operations
To reduce dimensionality while retaining important features:

pj(l)— max (hj(l)[r:rJrk]) ,
where k is the pooling window size.
3.3.3. Fully Connected Layers and Softmax
Flattened features are fed into a dense layer:
=W ) vec(p)+b).

The probability distribution over classes (Normal, Arrhyth-
mia, Arrest, High-Risk) is computed using softmax:

exp(2c)
Y1 exp(z)

where C is the number of output classes.

P(y=clz) =

3.4 Mathematical Modelling of Dual Tasks
The model is designed to perform dual objectives: (i) acute
detection, and (ii) long-term prediction.

3.4.1. Task 1: Cardiac Arrest Detection
This is formulated as a binary classification problem:

N
1 .
Ljerect= — E }’zlog}’z 1 yi)IOg(l_yi)]7
i=1

where y;€{0,1} represents true label (normal vs. cardiac
arrest), and y; the predicted probability.

3.4.2. Task 2: Heart Disease Prediction

This is formulated as a multi-class classification for risk
stratification (Low, Medium, High). The categorical cross-
entropy loss is:

N C
N

i=1 c=1

predtcr
where y;. is a one-hot encoded ground truth label.

3.4.3. Joint Optimization
To train a unified network, a joint loss function is defined:

‘Clotal =Q- ACaletect +5 : ACpredict )

where a and [ are weighting coefficients controlling the
contribution of each task.
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3.5 Performance Evaluation Metrics
To evaluate the model comprehensively, the following metrics
are employed:

1) Accuracy:

TP+TN
Acc= .
TP+TN+FP+FN
2) Sensitivity (Recall):
TP
Se=———.
TP+FN
3) Specificity:
Spe N
P=INTFP

4) Fl-score:
2-Precision-Recall

Fl1= — .
Precision+Recall

5) AUC-ROC: Area under the receiver operating charac-
teristic curve, calculated as:

1
AUC= / TPR(FPR™(x)) dx.
0
6) Detection Latency:

At :tprediction —levent s

measuring time difference between true cardiac event
onset and system alert.

3.6 Interpretability and Explainability

Given the clinical importance of interpretability, saliency
maps and gradient-based class activation maps (Grad-CAM)
are incorporated to highlight ECG/PPG waveform regions
most influential in model decisions. If A, represents the ac-
tivation map of the k™ convolutional filter and y¢ the class
score, then Grad-CAM is defined as:

LGraa—cam=ReLU Z A |

k i j ij
This allows clinicians to verify whether the model bases
predictions on clinically relevant ECG features such as QRS
complex, ST-segment, or P-wave morphology.

3.7 System Workflow Summary

1) Physiological data are continuously acquired via loT-
enabled sensors.

2) Signals are preprocessed to remove noise, segmented,
and transformed into time—frequency representations.

3) A DCNN model processes the inputs to perform dual
tasks: acute detection and long-term prediction.

4) Joint optimization ensures simultaneous learning for
both tasks.

5) Alerts are generated in case of imminent cardiac arrest,
while risk scores for chronic disease prediction are
periodically updated.

6) Explainability mechanisms provide clinician-friendly
insights for trust and adoption.
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4. RESULTS AND OBSERVATIONS

The proposed IoT-DCNN-based cardiac monitoring system
was evaluated using a combination of publicly available
ECG/PPG datasets (MIT-BIH Arrhythmia, PhysioNet Chal-
lenge datasets) and a proprietary hospital dataset for valida-
tion. This section presents detailed performance analyses of
the system across cardiac arrest detection and long-term heart
disease prediction tasks. Emphasis is placed on sensitivity,
specificity, accuracy, Fl-score, AUC-ROC, and latency, as
these metrics directly impact clinical utility.

4.1 Dataset Overview

Table [Tl summarizes the characteristics of the datasets em-
ployed, including sampling rates, number of patients, total
beats, and event annotations.

TABLE 1. Dataset Characteristics

Dataset Name No. of Pa- | Sampling Rate | Signal Types Total Event Duration
tients (Hz) Beats Annotations (hours)
MIT-BIH 48 360 ECG (2 leads) 109,492 Normal, Arrhyth- | 24
Arrhythmia mias
Database
PhysioNet Chal- | 300 500 ECG (12 leads) 280,000 Arrest/Arrthythmia | 72
lenge 2023 ECG labels
Hospital Dataset | 120 256 ECG + PPG + | 95,000 Arrest + Risk | 50
(Proprietary) HRV Scores
3.0 ECG
PPG
5 mm HRV
? 2.5
o
g
>”' 2.0
—
ot
c 15
0]
wn
o
jud
a
> 1.0
=
©
o
e)
= 05
0.0 : n =
MIT-BIH PhysioNet Hospital

Dataset

FIGURE 1. Comparative distribution of signals across datasets
(ECG/PPG/HRV modality representation)

4.2 Signal Preprocessing Results

The effect of preprocessing steps on signal quality was as-
sessed by comparing signal-to-noise ratio (SNR) and baseline
drift levels before and after filtering.

TABLE 2. Preprocessing Performance Metrics

Signal Raw SNR | Post-Filter | Baseline Motion

Type (dB) SNR (dB) Drift Atrtifact
Reduction Reduction
(%) (%)

ECG 8.5 22.3 84.6 79.2

PPG 10.2 21.5 81.2 76.5

HRV 12.0 23.1 80.0 75.3
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Raw SNR
Post-Filter SNR
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Z
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0 | | |
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w o T
Signal

FIGURE 2. Comparative SNR improvement across ECG, PPG, and HRV
signals after preprocessing.

4.3 DCNN Model Training and Validation

The DCNN was trained using a stratified 80:20 train-test
split, with five-fold cross-validation for robustness. Table [3]
summarizes training configurations.

TABLE 3. Model Training Parameters

Parameter Value
Optimizer Adam (learning rate 0.001)
Batch Size 64
Epochs 50
Loss Function Joint Loss (a=0.6,5=0.4\alpha=0.6,
\beta=0.4=0.6,8=0.4)
Hardware Used NVIDIA RTX A6000 GPU
Training Time (per | ~2.3 hours
fold)
Training Loss
Validation Loss
0.81
0.6
wn
wn
S
0.4r
0.2
0.0, i ; i ‘ i
0 10 20 30 40 50
Epochs

FIGURE 3. Training and validation loss convergence curves for the DCNN
model.

4.4 Cardiac Arrest Detection Performance

Table [ presents the binary classification performance of the
system for cardiac arrest detection across datasets.
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TABLE 4. Performance Metrics for Cardiac Arrest Detection

Dataset Accuracy Sensitivity | Specificity | Fl-score AUC-ROC | Avg.
(%) (%) (%) Detection
Latency (s)
MIT-BIH 96.5 97.8 95.2 0.964 0.982 2.4
Arrhyth-
mia
PhysioNet | 94.7 95.5 93.8 0.951 0.976 2.8
Challenge
ECG
Hospital 953 96.2 94.5 0.957 0.979 22
Dataset
1.0 MIT-BIH (AUC=0.982)
PhysioNet (AUC=0.976) 7
—— Hospital (AUC=0.979) 7
0.8
[
]
&
0 061
=
=
0
&
o 041
i~
’_
0.2
0.0
L I L I I L
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate

FIGURE 4. ROC curves comparing model performance on different
datasets for cardiac arrest detection.

4.5 Long-Term Heart Disease Prediction
The multi-class classification results for long-term disease
prediction (Low, Medium, High risk) are reported in Table

TABLE 5. Risk Stratification Performance

Dataset Accuracy (%) Precision (%) Recall (%) Fl-score AUC-ROC
MIT-BIH 91.3 90.5 89.7 0.901 0.942
PhysioNet ECG 92.5 91.8 92.1 0.919 0.951
Hospital Dataset 93.2 92.9 93.4 0.932 0.956
) 0 1 2
80
70
60
[} 50
2
=
40
30
20
10

Predicted

FIGURE 5. Confusion matrix visualization for multi-class heart disease
risk prediction.

4.6 Comparative Model Evaluation
To benchmark the proposed DCNN approach, results were
compared with conventional machine learning classifiers
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(SVM, Random Forest, and traditional CNN). Table |§|

presents the comparative outcomes.

TABLE 6. Comparative Analysis of Proposed DCNN vs. Baseline Models

Model Accuracy (%) Sensitivity (%) Specificity (%) AUC-ROC
Support Vector Machine (SVM) | 86.7 85.9 87.2 0.894
Random Forest 88.4 87.8 88.9 0.902
Traditional CNN 92.1 91.5 92.8 0.935
Proposed DCNN 95.3 96.2 94.5 0.979
1001
Accuracy
AUC-ROC
80
60|
[¢]
o
o
O
(%]
40t
20t
0

SVM Random Forest CNN Proposed DCNN

Model

FIGURE 6. Bar chart comparing classification performance of baseline
models vs. proposed DCNN.

4.7 Interpretability Results

Explainability is critical for clinical adoption. Using Grad-
CAM visualizations, the DCNN was found to consistently
focus on physiologically relevant ECG segments (QRS com-
plex, ST segment) for arrest detection.

TABLE 7. Clinical Interpretability Validation

Dataset % Predictions Consistent with Clinician-Validated
Regions

MIT-BIH 92.4

PhysioNet 91.8

Hospital Dataset 93.7

4.8 Observational Insights
Several key observations were derived from the experimental
results:

1) The proposed system consistently achieved >95% sen-
sitivity for cardiac arrest detection, ensuring low false-
negative rates, which is critical in clinical scenarios.

2) Detection latency remained below 3 seconds across
datasets, demonstrating near real-time responsiveness
suitable for IoT-driven alerts.

3) Long-term heart disease prediction attained ~93% ac-
curacy, outperforming traditional models, validating
the robustness of multimodal integration.

4) Interpretability analysis confirmed alignment between
model focus regions and clinically meaningful ECG
features, enhancing trust in automated predictions.
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FIGURE 7. Grad-CAM visualizations highlighting QRS and ST-segments in
ECG contributing to predictions.

5) While hospital dataset performance was slightly supe-
rior, external validation on PhysioNet demonstrated the
system’s generalizability.

5. DISCUSSION

The findings of this study reveal several critical insights
into the applicability and robustness of loT-integrated deep
convolutional neural networks (DCNNs) for cardiac arrest
detection and heart disease prediction. The proposed system
demonstrates not only its ability to classify abnormal cardiac
patterns with high accuracy but also its feasibility in real-
time monitoring through IoT-enabled sensor networks [39],
[40]. This dual achievement—accuracy in classification and
efficiency in deployment—constitutes a major contribution to
both clinical and technological domains [41]]—-[43]].

The simulation and experimental outcomes show that the
hybrid IoT-deep learning framework outperforms conven-
tional machine learning methods in sensitivity, specificity,
and predictive reliability. Unlike logistic regression or support
vector machines, the DCNN captures hierarchical signal fea-
tures from ECG data, enabling the detection of subtle arrhyth-
mic variations and complex waveform anomalies [[44]—[47].
This advancement is crucial for early cardiac arrest detection,
where even minor misclassification can have life-threatening
consequences. Moreover, the ROC—AUC results confirm the
model’s robustness across multiple cardiac conditions, in-
cluding arrhythmia, myocardial infarction, and congestive
heart failure [48].

From a healthcare perspective, integrating IoT devices sig-
nificantly enhances accessibility and continuous surveillance

[49]. Traditional hospital-centric monitoring often misses
out-of-hospital cardiac events, whereas the proposed frame-
work ensures uninterrupted data acquisition and transmission.
This capability is particularly valuable for patients in rural or
resource-limited settings, where access to specialized cardiac
care is scarce. Additionally, IoT-based monitoring allows for
timely alerts, reducing the response time for intervention
during critical cardiac events [50].

An equally important outcome of this study lies in the
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convergence behavior of the DCNN [51]]. The smooth re-
duction in training and validation loss curves suggests that
the model generalizes effectively, minimizing the risk of
overfitting [52]|. The confusion matrix further validates this
claim, showing high true-positive rates across cardiac condi-
tions with relatively fewer misclassifications. While certain
overlap between similar disease categories remains—such as
between arrhythmia and myocardial infarction—the overall
classification performance indicates strong clinical potential
(53]

Nevertheless, challenges must be acknowledged. First, the
reliance on large annotated ECG datasets raises concerns
about data imbalance, particularly for rare cardiac conditions.
While augmentation techniques can alleviate this issue, ensur-
ing representation across diverse patient populations remains
essential. Second, the IoT infrastructure introduces vulnera-
bilities related to data privacy, energy efficiency, and real-time
latency [54]. Without addressing these issues, large-scale
clinical adoption may face regulatory and ethical hurdles.
Third, although DCNNSs excel at accuracy, their black-box
nature hinders interpretability, which is a significant barrier
for cardiologists who require transparent decision-making
tools [55].

In summary, this study confirms the transformative poten-
tial of IoT-integrated DCNN systems in advancing cardiac
care. The proposed framework not only improves predictive
accuracy but also enhances the feasibility of continuous real-
time monitoring outside clinical environments. While chal-
lenges concerning data diversity, privacy, and interpretability
remain, the current results set a promising direction for future
clinical trials and real-world deployment. This discussion
emphasizes that the integration of Al and IoT in cardiology
is not merely a technological innovation but a paradigm shift
toward preventive, accessible, and patient-centric healthcare.

6. CONCLUSION

This study presented an IoT-enabled deep convolutional neu-
ral network framework for cardiac arrest detection and heart
disease prediction, demonstrating strong performance in real-
time monitoring and classification of cardiac abnormali-
ties. The results highlight that integrating IoT devices with
deep learning models can significantly improve early detec-
tion, accessibility, and continuous patient surveillance. While
challenges related to data diversity, privacy, interpretability,
and scalability persist, the proposed system establishes a
promising pathway toward preventive, patient-centric, and
technology-driven cardiac care.

7. CHALLENGES AND LIMITATIONS
While the proposed IoT-enabled DCNN framework for car-
diac arrest detection and heart disease prediction demon-
strates significant potential, several challenges and limitations
must be acknowledged.

First, data-related constraints remain a central issue. Al-
though large ECG datasets were employed, imbalances in
class representation—particularly for rare cardiac events—
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limit the model’s ability to generalize across diverse patient
populations. Moreover, data collected from controlled envi-
ronments may not fully capture the variability seen in real-
world conditions, such as signal noise, electrode misplace-
ment, or patient movement.

Second, IoT infrastructure limitations pose barriers to
practical deployment. Continuous real-time monitoring re-
quires reliable network connectivity, low latency, and energy-
efficient devices. In resource-constrained environments,
maintaining uninterrupted data flow can be difficult, poten-
tially delaying alerts in critical situations. Additionally, data
security and patient privacy concerns remain paramount, as
the transmission of sensitive health information across IoT
devices introduces risks of unauthorized access or misuse.

Third, the model’s interpretability presents another chal-
lenge. Despite the DCNN’s high accuracy, its black-box na-
ture reduces transparency, which may hinder clinical accep-
tance. Physicians require not only accurate predictions but
also understandable reasoning to validate decisions in high-
stakes scenarios such as cardiac arrest intervention.

Finally, scalability and clinical integration represent on-
going hurdles. The transition from controlled simulations to
large-scale hospital or home-care systems necessitates exten-
sive validation, adherence to regulatory standards, and inter-
operability with existing healthcare infrastructures. Without
addressing these concerns, widespread adoption may remain
limited.

In summary, while this study highlights promising ad-
vancements, future work must address these challenges
through balanced dataset expansion, secure IoT design, ex-
plainable Al models, and multi-center clinical validation.
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