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Prema K in healthcare oriented Wireless Sensor Networks (WSNs), using Modular Aging Optimization (MAO)
(kprema.25.k@gmail.com) | and Energy Conversion Optimization (ECO). The MAO protocol guarantees security and energy-
efficient multi-hop communications by adequately taking into consideration the Node trust,
energies, and aging, whereas the ECO protocol takes into account energy-aware sensing and
Article History secure data transmission. The cluster head (CH) selection based on trust tries to maximize
ﬁﬁf,fs"e'ﬁfl: g(}'g;’ Zzggg communication reliability, which is fundamental for healthcare loT applications. Also, the ECO
Accepte;l: 22.10.2025 protoco.l can optimize energy usage in addit.ion to providing reliable data transmission via energy
Published: 14.11.2025 harvgstmg tet;hrpques gnd adaptive routing protqcols to enablg sensor nodes to operate
sustainably within previously resource-limited environments. This enhances the health and
performance of healthcare-based loT and data protection. The study performed concentrated on
testing the impact of MAO with ECO compared to five other protocols in terms of throughput,
packet delivery ratio, false positive rate, end-to-end delay, and security overhead, and trust
convergence time. The results indicate that MAO with ECO performed better than the baseline
protocols throughout the parameters and presented better data delivery, reduced latency, and
lower overhead in general. Therefore, MAO with ECO emerged as a practical and reliable method
for healthcare loT applications in large-scale and energy-limited networks.

Keywords: Healthcare loT, Wireless Sensor Networks, Quality of Service, The trust-based
Cluster Head, Modular Aging Optimization and Energy Conversion Optimization.

INTRODUCTION nodes age and their energy levels diminish, and this has

. a direct relationship with routing performance and data
The convergence of Wireless Sensor Networks (WSNs) : ) o
and Internet of Things (IoT) technologies has brought quality. Although energy-awareness of data transmission

modern  healthcare - monitoring Svstems  enormous in healthcare environments could help maximize the
. nitoring - system . lifespan of sensor nodes and therefore maintain an
developments in capabilities by enabling real-time

o . . overall performance level, other factors may adversely
monitoring of key parameters and managing patient data affect their longevity
distributed over multiple nodes [1, 2]. The smart '
healthcare systems of today depend on system

integration between I-oT--enabIed med|c§1I_ devices gnd intelligence-based and adaptive optimization schemes to
sensor node§/ USETS W'th".] WSNS’. sustaining real-time address the dual issues of security/energy efficiency as
data_ transmission essential for life-saving healthqare they pertain to loT-enabled WSNs [14, 15]. However,
services  [3, 41' However, t_hese technolqglcal these methodologies typically do not offer integrated
deployments continue to face ongoing challenges in the frameworks which address trust evaluation, routing and
area of Quality of Service (QoS) in all areas of interest energy optimization at a single time, pa{rticularly in

'”C'”.d'f‘g Iatgncy, throughput, _securlty, and energy health-related or health care implementation's where a
restrictions in resource restricted or large-scale node impacting these issues could have dire

deployments [5, 6, and 7]. consequences, especially from node failure, or
communication delay.

Recent methodologies have begun to utilize artificial

Although WSNs have tremendous potential for real-time
continuous monitoring of health data, it is essential to
consider how reliable the transmission will be, along
with the trustworthiness and integrity of that data.
Operationally, WSNs are vulnerable to many security
threats, especially intrusion attacks, node impersonation,
and data tampering [8, 9]. For trust-based
communications and secure routing protocol utilization,
WSNs must promote trust across the entire network.
Scholarly work on security in 10T medical systems has
accelerated by researching encryption, trust models, and
access control systems [10, 11]. However, many of those
systems are not flexible enough to adapt dynamically as

In addressing these shortfalls, this paper presents a
secure, trust-aware, energy optimized routing framework
which includes both a Modular Aging Optimization
Algorithm for adaptable route selection in pursuit of trust
metrics (direct, indirect, and recent trust), and an Energy
Conversion Optimization Algorithm for optimizing
mobilization of energy utilized in moving information
from healthcare 10T devices. The proposed framework
evaluates nodes and anticipates availability of energy
resources based on behaviors and metrics at run time
making it scalable in terms of dynamic input, while

J Rare Cardiovasc Dis. 474


http://www.jrcd.eu/

How to Cite this: Prema K and N. Thenmozhi, et, al. Trust-Aware Secure Optimization for QOS in Healthcare Wireless Sensor Networks. J Rare Cardiov

Dis. 2025;5(54):474-493.

affording resilient multi-hop communication and
detecting compromised nodes or impeding intrusions by
assessing the data from the networked nodes fully aware
of defined or pre-defined trust levels.

Contribution: A trust based Cluster Head (CH)
selection algorithm with time and trust decay factors for
secure route discovery. A Modular Aging Optimization
method that determines acceptable routing paths based
on latency, throughput and reliability of the connection.
An Energy Conversion Optimization framework that
reduces energy usage and prolongs the life of the
network without compromising data quality, An applied
illustration of the use case for the proposed framework,
compared against other existing methods, as they
improve on QoS metrics such as data deliverability,
average end-to-end latency and energy efficiency in
health-care 10T applications.

Organization: To identify the outline of this paper, the
succeeding sections are as follows: Section 2 presents the
existing works pertaining to QoS optimizations and trust-
based routing in WSNs. Section 3 details the proposed
optimizations framework. Section 4 explains the
experimental design and performance evaluations.
Section 5 compares from evaluation criteria. Section 6
provides the overall conclusion and future research
context.

Background Study

Said et al. [16] presented a light-weight and secure data
aggregation technique for loT-enabled WSNSs, with a
focus on enabling data sharing with privacy. Their
method enhances the performance of data aggregation
while ensuring that overhead is maintained to a
minimum, through the application of elliptic curve
cryptography and hash -based message authentication
codes. The method attempts to balance security with
performance, ensuring that it is applicable in healthcare
settings where sensor nodes have limited energy and
processing capabilities. The secure data aggregation
essentially ensures that data collected from medical
sensors can still be sent while appending integrity and
confidentiality.

Rathee et al. [17] dealt with the security and privacy
issues specific to electronic healthcare records in an 10T-
enabled environment. Their research reflects the
meaning of secure communication protocols, and implies
that integrating user-comprehensible devices like touch-
enabled handhelds will bridge the gap of heterogeneity
that exist in healthcare ecosystems. A distinct gap in the
research remains multi-layered security architecture that

prevents associated threats from compromised devices,
communication mediums, and data compromise. This
remains relevant to core concepts of security measures,
as research into trust-based optimization frameworks
need theory to secure healthcare data from unauthorized
access and manipulation.

Qadri et al. (2018) [18] presented an extensive survey of
10T technologies emerging in healthcare, including edge
computing, fog networks, and blockchain technologies.
They examined the important challenges in real-time
healthcare 10T systems where latency, data loss, and
energy consumption can impose significant constraints
on real-time processing. They noted that more effort is
needed to develop intelligent and energy-aware routing
protocols and intrusion detection systems for WSNs, and
that the information presented will support the
motivation for developing a modular approach based on
Modular Aging strategies, and Energy Conversion
Optimization to address real-time limitations found in
critical healthcare applications.

Albahri et al. (2019) [19] propose a conceptual
framework for mHealth systems that can sustain patient
healthcare services in the event of network disruptions.
They presented a framework that will leverage both
smart paradigms of 10T architectures, and enable the
system to be engaged while experiencing connectivity
disruptions. The aim of their study was to highlight
mHealth service continuity to patients for real-time
monitoring, while integrating local-leveled data caching
and smart decision making components to enact
alternations or keep patient care consistent and reliable.
The present work does support the notion of trust-based,
multi-hop routing, as well as energy aware optimization
to provide visual diagnostic tools for healthcare service
continuity amidst poor monitoring, environmental or
otherwise.

This patient behavioral analytics research by Tiwari et al.
[20] was examining the behavior of patients in smart
healthcare systems utilizing 10T based models to collect
and understand patient data. Most effective was the
research that highlighted the benefits of continuous
tracking of patient behavior and its effect on decision
making in healthcare. Smart sensors and data analytics is
providing more comprehensive knowledge about patient
conditions, but also needs to develop effective models
for delivering that data. This models can ensure QoS
(considering latency, reliability), which the proposed
secure WSN framework would address utilizing energy
efficient and trustaware routing models.

Table 1: Comparison table on Healthcare 10T Devices

Authors & Techniques Application in I
Year Focus Area Used ) Hgglthcare loT Contribution
Secure
Ali et al. | Searchable Blockchain, Secure data | Developed a blockchain-enabled
(2022) [21] Encryption Neural Network | search and | searchable encryption approach using Al
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retrieval in | for secure and efficient access to
healthcare encrypted medical data.
Provided a comprehensive analysis of
Elhoseny et | Security & existing threats, countermeasures, and
al. (2021) | Privacy in | Overview & | General Medical | future challenges in  medical loT
[22] MIloT Survey loT Systems environments.
Health Predictive Reviewed recent trends combining loT
Aldahirietal. | Prediction loT, Machine | healthcare and ML for real-time patient health
(2021) [23] Systems Learning analytics prediction systems.
Proposed a secret sharing mechanism
Devi & IoT  healthcare | using symmetric cryptography to ensure
Muthuselvi Data Cryptographic data privacy in loT-based medical data
(2016) [24] Security Algorithms confidentiality sharing.
WBAN for | Introduced an efficient, network coding-
Peng et al. | Fault patient based fault-tolerant model to enhance data
(2017) [25] Tolerance Network Coding | monitoring reliability in smart healthcare systems.

Dang et al. (2023) [26] these authors investigates the impact new technologies such as Artificial Intelligence (Al),
Blockchain and Internet of Things (IoT) will have on intelligent healthcare systems, which utilize new technologies to
advance data-driven diagnostics, remote patient monitoring, and decision making. The authors present a framework of an
l0T system that is essentially a link between physical medical systems and computational intelligence. While the intent of
the framework is to enhance the quality of life and responsiveness of healthcare services for patients, it is representative of
the transformation of healthcare services as part of using emergent and disruptive technologies.

Ali et al. (2022) [27] these authors offer a thorough comparison of the approaches to data collection from 10T systems,
Wireless Sensor Networks (WSNs) and Sensor Clouds (SC). The authors demonstrated that, while the architectures are
fundamentally the same, they are different in their latency, scalability and energy efficiency. They argue that, while WSNs
are energy-constrained, sensor clouds would represent better integration for large-scale healthcare monitoring, and even
propose hybrid models that allow for more optimized data management in loT-enabled medical systems.

Gowda et al. (2022) [28] these authors presents an 10T fog-computing-based approach to enhance the quality and efficiency
of industrial healthcare services. The proposed system minimizes the loading on cloud servers and allows computation to
occur at the location of the data source, improving response time and reliability for critical healthcare applications. The
paper focuses on health service delivery that uses real-time data acquisition and processing for clinical decision support in
the development of low latency, location-aware healthcare services.

Wu et al. (2023) [29] propose a lightweight authentication and key agreement protocol developed specifically for smart
medical services in the Internet of Health Things (IoHT) environment. The proposed protocol allows encrypted and low-
complexity communication between medical devices and backend servers. The protocol integrates the distinction between
authentication and limited permission in the 10T environment to combat threats, such as impersonation and replay attacks,
that are common to 10T devices and appropriate for restricted medical sensor environments.

Kumar et al (2023) [30] these authors provides a detailed summary of Healthcare 10T (H-10T) which includes a description
of current uses, future developments, and main challenges. Key areas discussed by the authors include: real-time health
monitoring; emergency response systems; and wearable technologies. The authors provided a right reflexive discussion of
privacy and security concerns, identifying the urgency for further lightweight cryptographic options and Al-type threat
detection strategies to protect sensitive health information, as it relates to smart environments.

1.1 Problem Identification

Despite notable developments in 10T-based healthcare systems, there remain serious challenges in methods that accomplish
secure, reliable, and energy-efficient communication in constrained environments and among resource constrained devices.
Many solutions exist addressing lightweight encryption, fault tolerance, data integrity, authentication, and fog computing,
but these solutions often do not consider some holistic optimization framework based on needs, use-cases, or
circumstances. The aspects of integrity, latency, and QoS are inadequately addressed in a real-time environment for multi-
hop WSN-based systems. Trust-aware routing and resilience to losses of nodes and services (if at all) and scalable data
aggregation never used to be an issue, and better avenues and processes exist, however, this remains challenging to
implement - especially in high-stakes medical 10T use cases, where patient lives may be at stake in the event any aspect
suffers compromise. For these reasons, we advocate for a meaningful and rigorous needs analysis that reflects a
comprehensive, modular, and flexible framework for efficiently (while also securely and adaptively) transmitting medical
data in patient 10T ecosystems based on sufficiency.
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MATERIALS AND METHODS

In this study on Secure Optimization for QoS for Modular Aging and Energy Conversion Optimization for WSNs is focused
on optimizing the Quality of Service (QoS) of the application on healthcare through Internet of Things (10T) devices. The
loT health monitoring devices capture and transmit vital health-related data on a person in an accurate and timely manner,
and the communication mechanism must be energy-efficient, secure, and reliable. The Modular Aging Optimization
balances the energy consumption of the WSN by changing the behaviour of the WSN in terms of performance over time,
whereas, Energy Conversion Optimization improves the efficiency of energy utilization in the WSN, which helps to
minimize power consumption to operate for extended times. Modulation Aging Optimization integrates secure multi-hop
routing and trust-bases cluster head selection method to ensure the QoS process is met to obtain timely and accurate
healthcare data capture and transmission. Therefore, the entire system is suitable for real-time health monitoring and
diagnosis using 10T technologies.
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Figure 1: Overall Architecture

The figure 1, as depicted in the figure above, demonstrates a secure and energy-efficient operational framework for
Healthcare 10T based on Wireless Sensor Networks (WSNs). The left side of the diagram, Modular Aging Optimization
(MAO), performs trusted multi-hop routing by using secure sensor nodes, collects the physiological data, and assigns nodes
a trust and aging parameter. The MAO ensures that data is routed through an optimized path using the MAO core engine
and to the healthcare server. The right side of the diagram, Energy Conversion Optimization (ECO), includes energy aware
sensing, dynamic energy updates, and evaluation of the route cost based on trust and aging score. It then ensures that the
information is secured, encrypted, and sent to the backend cloud for real-time monitoring and emergency services. The last
step is network maintenance, which ensures WSNs are functional, reliable, and consistently performing optimally as it
relates to health-critical applications.

1.2 Secure Cluster Head Selection and Trust Management in WSNs

The research of security must be taken seriously when choosing Cluster Heads (CHs) and trust in Wireless Sensor Networks
(WSN) as this issue is especially pertinent to healthcare applications where the data is sensitive and time critical. In a
clustered WSN architecture, communication can be reduced as data is aggregated at each CH before being sent to the base
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station which in most healthcare applications where monitoring is continuous saves energy for many WSN nodes. Securing
CHs to ensure they have a high trust score, good energy levels, and can therefore be trusted to provide secure
communication channels in deploying healthcare WSNs. Additionally, faulty CHs could corrupt or discard critical patient
data if they lose energy or are otherwise malfunctioning leading to a catastrophic event. Trust management frameworks
can be used to assess node behavior based on their data integrity, packet forwarding rates, and energy usage to decide if
the CH is thriving or a malfunctioning node if not malicious. In time-critical healthcare applications, this process would
identify CHs committed to ensuring reliable real-time patient vital sign data and even real-time monitoring of patients
under controlled care. In the case of a faulty CH and persistent monitoring, the trust evaluation framework would determine
if the CH was appropriate to continue using or was malicious and needed lockdown in the case of a faulty pediatric patient
monitoring CH. Using lightweight cryptographic techniques and a trust scoring methodology would insulate a healthcare
WSN service’s monitoring activity from potential cyber threats. In conclusion, selecting a secure CH and trust framework
allows for reliable and low-latency healthcare 10T solutions.

1.3 Modular Aging Optimization for Secure Multi-hop Routing

Modular Aging Optimization (MAO) is a new protocol that better accounts for secure multi-hop routing in Wireless Sensor
Networks (WSNs) for health uses where timely information transfer is assumed to include reliability, latency, and safety.
For WSNs in a health environment, data generated from a wearable or implantable device can need to hop through multiple
sensor nodes before relaying back to a base station or server. As noted, previous routing protocols generally do not regard
both security and dynamic aging (like processing overload or battery depletion) to avoid delays or collisions of uninvited
users that may render validity concerns with data animated from the sensor node or the data message itself. MAO attempts
to accommodate for security and dynamic aging through an aging model that continually tracks node health like residual
energy, signal strength, trust, and processing delay across the modularized semantic fields.

In the MAO model, each node in the network is given a modular aging attribute that dynamically alters according to its
operating characteristics and behavior within the network. This attribute additionally provides better informed path options
that either do not traverse used or abused nodes, or preferably avoided sections of the network. The MAO model also
includes trust evaluation models to help handle malicious or misbehaving nodes that can drop packets, re-order packets,
and inject false medical readings. The model will allow routing processes to be distributed, avoiding depleting any node,
while possibly extending the lifetime of the entire network and simultaneous QoS. Quality of Service is critical to healthcare
applications and includes criteria such as low latencies and good throughput with a high packet delivery ratio.

As an added benefit, this method provides a defense mechanism for data aggregation and encryption at all of the selected
nodes while taking advantage of a load distribution perspective. This is especially helpful in sensitive areas such as cardiac
monitoring, ordering of insulin, or a patient motion detection system; where a delay or loss of packets would be punitive.
MAO also allows for flexibility in dynamic environments, such as patient (node) movement or node failure, supported by
the framework also allowing for route recalibration of the nodes. In addition, MAO supports the appraised routing path in
a proportional aging manner along with trusted routing.
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Figure 2: Modular Aging Optimization (MAQO) Architecture

The provided figure 2 outlines the Modular Aging Optimization (MAQ) framework for secure multi-hop routing for WSNs
in the healthcare domain. The MAO process begins with obtaining patient data from a clinical sensor device, tracking
various vitals such as electrocardiogram (ECG) reading and insulin measurements. At this point, the sensor node
management apparatus will be keeping track of necessary inputs including energy, delay, and aging to determine how
effective (or efficient) the node is with respect to transmitting. Data is routed using the MAO core algorithm, which
manages and routes the gathered data only through trusted nodes, depending on energy used and data secure. Secure data
processing protects patient's sensitive data before routed through the healthcare server. The end output will verify that
healthcare providers can receive accurate and timely health information in order to make better health-related decisions.
NAF(6) = a (1 =22 4 p (facie) &)

Ttotal

Equation (1) defines the Node Aging Factor NAF;(t), which represents the node aging of node i, based on its energy

consumption and ratio of active time. In this equation, « and S are weights; ’(t) |sthe ratio of remaining energy, and -2 Lactive
Ttotal

indicates how long the node has been active.
TES =§- (Psucc)+y_(1_Pdrop) (2)

Ptotal Ptotal

Equation (2) shows the Trust Evaluation Score TES; for node i, encompassing its successful transmission rate and low
P R .
packet drop rate. In this case, § and y are weights, == Louce ostimates reliability, and 1 — Pd"’” determines trustworthiness by

total total
minimizing data loss.
RCFL-,-=/11-NAF]-+/12-(1—TES]-)+/13-E%)+/14-DU ----------------- ®3)
J

Equation (3) defines the Routing Cost Function RCF;; for selecting the best next-hop node j from node i. It combines four
factors: the node aging factor NAF;, the inverse trust score(l —TES; ) the inverse residual energy and the distance

D;; between nodes, each weighted by A, to A,. Lower RCF means a better and safer routing deC|S|on

J Rare Cardiovasc Dis. 479



JOURNAL
OF RARE
CARDIOVASCULAR DISEASES

How to Cite this: Prema K and N. Thenmozhi, et, al. Trust-Aware Secure Optimization for QOS in Healthcare Wireless Sensor Networks. J Rare Cardiov
Dis. 2025;5(54):474-493.

min
OFN;=arg /¢ y (RCF) wwwweeeeeeeeeeee @)

The Optimal Forwarding Node OF N; for node i is defined by equation (4) as neighbor node j among the set of neighbors
N; with the lowest Routing Cost Function RCF;;. In other words, node i will select the next-hop node j which has the lowest
routing cost, allowing for energy-efficient and secure multi-hop communications.

EPRpan = H(i,j)ePath TES) -=====mmmmmmnees ()

Equation (5) states that Effective Path Reliability EPR,,,,, is defined as the product of trust evaluation scores TES; for all
intermediate nodes j in the communication path. Accordingly, a routing route's overall dependability is determined by
multiplying the trustworthiness of each node along the path; the greater the number, the more safe and reliable the data.

Algorithm 1: Modular Aging Optimization

Input:
N « Set of sensor nodes
E i « Residual energy of node i
E 10 « Initial energy of node i
D _ij « Distance between node i and node j
P succ, P_drop < Packet statistics for trust
a, B, 9, v, Al, A2, A3, A4 «— Weight parameters
Trust_Threshold, Energy Threshold «<— Predefined thresholds
Output:
Secure Multi-hop Path from source to sink
Begin
Initialize each node i in N:
SetE_itoE_i0
Set TES ito 1.0
Set Aging_ito 0
For each node i in N:
Compute NAF i=a*(1-E i/E i0)+p * (T active/ T _total)
Compute TES i=06 * (P_succ / (P_succ + P_drop)) +v * (1 - (P_drop / (P_succ + P_drop)))
If TES iis below Trust_Threshold:
Mark node i as UNTRUSTED
Skip to next node
For each neighbor j of node i:
If TES j < Trust_Threshold or E_j < Energy_Threshold:
Skip to next neighbor
Compute RCF_ij=A1 * NAF j+A2 *(1-TES j)+A3* (1/E_j)+2M * D _ij
Store RCF _ij in cost_table]i][j]
Select OFN _i as neighbor j with the minimum RCF_ij
Append OFN _i to Routing_Path
If OFN_i is the Sink:
Exit the loop
Evaluate EPR_path = product of TES_x for all nodes x in Routing_Path
If EPR_path is below Trust_Threshold:
Discard Routing_Path and repeat neighbor evaluation
Encrypt healthcare data using ECC or symmetric key encryption
Transmit data through Routing_Path
Periodically update:
Energy levels E_i
Trust scores TES i
Aging values NAF _i
End

The Modular Aging Optimization methodology forms an optimal secure multi-hop routing path within healthcare-based
WSNs by evaluating harmonization of trust, energy, and aging factors. Each sensor node produces a Node Aging Factor
(NAF) and Trust Evaluation Score (TES) to measure its qualification. When routing, the adjacent nodes are evaluated by
a Route Cost Function (RCF) that is defined by the trustworthiness of the node, the energy status of the node, and the
distance from the node to the destination. The optimal forward node (OFN) is clearly developed as node that produces the
lowest value for the RCF, and thus the routing path is progressively developed. If the Effective Path Reliability (EPR) of
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the routing path diminishes under an established threshold either because of decisions made by a node in the routing path,
or to interruptions of data transmission, the routing optimization process is rerun. The data is encrypted, and securely sent
along the routing path, and periodically captured updates provide an endless level of protection for a secure and dependable
health care communication.
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Figure 3: Flow Chart of Modular Aging Optimization (MAO)

The figure 3 depicted details a secure and adaptive routing protocol specific to healthcare 10T networks in WSNSs. Initially,
the routing protocol processes will initialize network parameters and review node capabilities, including aging thresholds.
When the node’s aging factor is below the acceptable threshold, the appropriate device will be selected and assigned the
routing role based on optimized multi-hop selection criteria. If the node is above the reset threshold and will need to modify
or have a recalibration event, the re-evaluation processes begin. The nodes of the WSN will apply their security protocols
and encrypted mechanisms before the transmission of data. If the transmission is not secure, error handling, and re-
evaluation event occurs. When the data has been successfully transmitted, the destination point integrity is verified for
reliable patient monitoring over time. The iterative nature of the structure will permit the protocols to operate in near real -
time modes, to develop optimal, aging aware routing protocols with real-time security factors involved in sensitive
environments such as 10T healthcare settings.

1.4 Energy Conversion Optimization for Healthcare 10T in WSNs

Energy Conversion Optimization (ECO) for healthcare 10T in Wireless Sensor Networks (WSNS) is important as
it ensures the sustainable implementation of medical devices throughout their lifecycle - which, as we learned previously,
is often constrained in a resource-constrained environment. In healthcare 10T applications, the battery-powered sensor
nodes typically possess limited energy resources to accomplish their work. ECO strategies aim to optimize the node(s)
energy consumption requirements through the efficient management of energy consumption by efficiently managing their
energy consumption and through their ability to convert available energy resources from specific sources such as harnessed
energy (solar and kinetic), as well as environmental energy available. The objective is to optimize the use of sensor nodes'
available energy, in consideration of maintaining operational performance for safety-critical applications that involve real-
time monitoring of patients, emergency alarm initiation, and medical data transmission.

The characteristics of ECO strategies are applied in energy-aware routing protocols by prioritizing energy-efficient
transmission paths while optimizing energy usage of each node in the network. Under this approach, when designing the
routing protocol, a data management schema should be considered for each node (i.e., energy status, processing capability,
communication protocols), and how to optimize the data-transmission with respect to non-strategic concerns surrounding
energy conservation. This is going to be of particular concern in healthcare systems that require the transmission of critical
patient data to healthcare receivers and/or storage files, where data loss and latency in processing and acknowledge can
have real-world consequence.
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Furthermore, ECO can encompass the application of adaptive techniques that allow for the real-time adjustment of the
communication protocols and behavior of all nodes based on energy availability. For instance, nodes may enter low-power
sleep modes when idle, wake for brief intervals to transmit data as needed, or decrease signaling power based on the
distance of nearby nodes. This optimization not only prevents premature battery depletion but can also ensure that
healthcare monitoring activity and service continues uninterrupted, thereby promoting healthcare 10T reliability and
longevity.
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Figure 4: Energy Conversion Optimization (ECO) Architecture

The figure 4 shows the Energy Conversion Optimization architecture for a healthcare 10T system using WSNSs. It starts by
initializing the input sensors to sense health data, and these sensors will monitor continuously as they also constantly
monitor their energy levels. A critical node reliability measure is done using trust and age evaluations, which provides
inputs to the route cost estimation module that estimates the optimal routes with the least cost in terms of energy consumed
for transmission and the most secure routing protocols available. Once a route is selected, an end-to-end route is validated
to be sure the information is not lost in the process. After encryption, it allows for transmission towards a cloud-based
healthcare monitoring system. Overall, this can enable the ability to perform periodic maintenance and manage the
reliability of the network over the long term in a critical healthcare 10T context.

Er = Perans " Terans === (6)

The energy consumption E, during a transmission is determined in equation (6). The equation multiplies the transmission
power P, @ Node requires to transmit the data by the duration of the transmission T;,..,.s, and ttheseresults in the total
energy used by a node to send data.

Eh = 17 " A " I """"""""" (7)

Equation (7) represents the energy harvested E; from a sensor node in a wireless sensor network. The energy harvested
is modeled by the efficiency value 7 and the area A available for energy harvesting, and the incident energy intensity I
(energy received over a unit area). This equation allows us to model the amount of energy a node can harvest from
environmental energy sources like solar or vibrational energy.

E;(t+1) =E/(t) — E; + Ej, —----------—- 8)
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The change in energy level E;(t + 1), for sensor node i in the next time step t + 1, is modeled in equation (8) by taking
the current energy level E;(t), removing the energy consumed E;, and adding back the energy harvested E},. This equation
encapsulates both the energy losses from transmission and the energy replenishment from harvesting. It is specific in nature
and provides a time dependent condition for a node's energy.

RCFy =2 (=) + 25 - Dy + Ay - NAF; + Ay - (1 = TES)) wovseeeemseeeeees ©)

E;(t)

Equation (9) gives the Routing Cost Function (RCF) between two nodes i and j in a Wireless Sensor Network (WSN) for
healthcare-related Internet of Things (10T) systems. The RCF combines several factors to identify an optimal path for the
transmission of data. The first term, 4, - (%) penalizes routes that go through nodes whose remaining energy is low,
thus motivating nodes with higher energy. The second term,4, - D;;, incorporates the physical distance between the nodes
and longer distances increase the routing cost. The third term, 45 - NAF;, accounts for the node aging factor (NAF) of node
j. The NAF is a measure of degradation of a node's performance over time due to factors, such as loss of energy. Then, 4, -
(1 —TES;), acknowledges the trust evaluation score (TES) of node j. Since lower TES yields a higher risk, thus increasing
cost. The RCF is combining all the terms to try to find the route that consumes the least energy, reliable and most secure,
when sending data in terms of telecommunications. All of these enhancements should help preserve quality of service
(QoS) for healthcare 10T systems.

EPRyqen = H(i,j)ePath TES; ----m=mmmmmmmeees (10)

The End-to-End Path Reliability (EPR) described by Equation (10) defines the reliability of a communication path based
on the cumulative trust scores of each node in a healthcare 10T environment. The formula represents the product of the
Trust Evaluation Score (TES) for each node j along the selected communication path (i, j) € Path. A product approach
demonstrates that the accumulated trustworthiness of each node along the path contributes to the overall reliability of the
path. Since each node influences the reliability of the path, a low TES from just one node could significantly reduce the
path's reliability. The product approach also ensures that paths containing nodes with higher trustworthiness are preferred,
which are important for securing and reliably transmitting sensitive healthcare data in the 10T environment of a wireless
sensor network. The higher the EPR,,., value of a potential path, the higher the reliability of a path for transmitting

healthcare data.
__ Energy Output
- Energy Input (11)

In equation (11), | denote the energy conversion efficiency (nE) of a system as the size of the energy output versus the
input. This indicates how well energy is being harnessed, or better yet, how energy is applied. It is incredibly important to
have high energy efficiency in healthcare's Internet of Thing (10T) system because many of the devices and sensors in the
Internet of Things are small, and sensors will have to do so in order to last longer and continue to work. Higher nE means
more of the input energy is being utilized, but lower nE means that more of the energy is being wasted as heat or loss. For
instance, greater nE on wearable health monitors helps lower power use, increase battery life and sustained use over time
within healthcare.

Algorithm 2: Energy Conversion Optimization

Input:
N « Set of sensor nodes
E i« Residual energy of node i
E _i0 « Initial energy of node i
D _ij « Distance between node i and node j
P_trans «— Transmission power of node i
T trans « Transmission time of node i
A « Area of energy harvesting system
I « Intensity of ambient energy source
n « Efficiency factor of energy harvesting system
a, B, A1, A2, A3, A4 «— Weight parameters
E_threshold « Energy threshold for decision-making
Output:
Optimized energy conversion and routing path
Begin
Initialize each node i in N:
SetE_itoE_i0
Set Energy_harvested = 0
For each node i in N:
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Compute energy consumption E_t =P_trans * T_trans
Compute energy harvested E h=nm* A * 1
Update residual energy: E_i(t+1) =E_i(t)-E_t+E_h
If E_i(t+1) < E_threshold:
Mark node i as energy-depleted
Continue to next node
For each node i:
For each neighbor j of node i:
If E_j < E_threshold:
Skip to next neighbor
Compute RCF ij=A1 * (1/E_i(t)) +A2 *D ij+2A3 * NAF j+A4 * (1 -TES j)
Store RCF _ij in cost_table[i][j]
Select OFN _i = arg min_j(RCF _ij) from cost_table[i]
Add OFN _i to Routing_Path
If OFN_i is the Sink:
Exit loop
Compute EPR_path = product(TES _j for all nodes j in Routing_Path)
If EPR_path < Trust_Threshold:
Discard Routing_Path
Repeat neighbor evaluation
Encrypt healthcare data using ECC or symmetric key encryption
Transmit data through Routing_Path
Periodically update:
Energy levels E_i
Trust scores TES i
Aging values NAF _i
End

The Energy Conversion Optimization algorithm for ensuring healthcare data transmission through 10T is designed here for
WSNs to be conscious of energy consumption of resources and achieve reliable data transmission within the network while
keeping integrity and security of the network. The algorithm calculates energy consumption for each node in the wireless
sensor networks and takes into account energy transfer via energy harvesting, and updates the residual energy of the node.
Subsequently, the algorithm calculates the routing cost factor (RCF) for each possible neighbor to choose the best
forwarding node as recipient considering energy, distance, trust, aging, and takes into consideration resources. The
protocols ensure that it only considers forwarding nodes with enough energy and trust to forward the data and completing
the multi hop route. The remaining energy, trust, and RCF path is always monitored and the data is transmitted securely
and in an encrypted form. Trust scores, and energy levels on the path are periodically updated so the network can respond
to accumulated trust and energy levels of the devices in the network. This approach ensures reliable healthcare data
transmission while addressing energy constraints of resource-constrained 10T devices and service providers.
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Figure 5: Flow Chart of Energy Conversion Optimization (ECO)
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This figure 5 shows how energy optimization is done in healthcare 10T devices in Wireless Sensor Networks (WSNs). The
process begins with identifying energy inefficiencies and collecting appropriate data from the healthcare 10T devices. The
WSN system then analyzes the data for consumption trends, followed by detecting if the device energy use is high. If
inefficiencies are detected, the system includes adaptive algorithms that optimize the energy consumption and energy-
saving protocols are triggered. The system then evaluates performance and energy efficiency after the optimization of
energy. If the goals of optimization are not met, the system will fit algorithms and reconfigure devices. When the energy
consumption is optimized, the outputs of the optimization are reported and the WSN system continues to monitor for energy
trends, so that optimizations are sustained in real-time healthcare environments.

RESULTS AND DISCUSSION

The ability to compare networks through six routing protocols and a number of metrics makes for better value and visibility
than any previous study and demonstrates the optimality of the proposed MAO with ECO; during the advanced analysis of
all metrics including throughput, packet delivery ratio (PDR), end-to-end delay (E2E), routing overhead, security overhead,
false positive rate, and trust convergence time, MAO with ECO consistently outperformed the comparison in TBRF,
MALP, PEGASIS, RPAR, and MCMP. As the network scales, MAO with ECO has shown to continue the forwarding of
data with low overhead and low delay for high data delivery while still maintaining a low false positive rate which is
consistent with the efficient nature of trust as well as the increased security advertisements and increased efficacy of
proposed security means, having yet to succumb to the latent presence of PDR delays in energy-constrained conditions of
WSN in larger networks.

Table 2: Comparison table on Throughput

Node Size TBRF[31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 45 48 52 51 54 60

20 42 46 50 48 52 58

30 39 43 47 45 50 55

40 36 40 44 42 48 53

50 34 38 42 40 46 51

Table 2 displays the throughput performance values of six routing protocols consisting of TBRF, MALP, PEGASIS, RPAR,
MCMP, and our proposed MAO with ECO's across varying node sizes. At all node sizes, throughput declines gradually as
the node size increases from 10 to 50. This decline is expected because as the node size increases, the complexity of
communicating with a larger area is likely terribly congestive when the networks scale. The proposed MAO with ECO
surpasses the throughput performance of every protocol at every node size, indicating highly efficient data transmission.
The worst case performance was TBRF where the overall lowest throughput performance was observed, suggesting not
only ineffective scaling for the condition but also ineffective management of the network. Looking at all protocols, this
study has shown that the MAO with ECO design is the most resilient and efficient protocol for sustaining high throughput

in productive growing network environments.

Throughput Comparison vs Node Size
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Figure 6: Throughput Comparison Chart
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The figure 6 demonstrates the throughput values for various node sizes for six routing protocols in wireless sensor networks
(WSNSs). It is clear that all protocols see decreased throughput as node size increases due to increased communication
overhead and energy consumption. The proposed MAO with ECO has the highest throughput in every node size and has
shown consistently best overall throughput performance out of all protocols examined. This emphasizes the protocol's
performance in data transmission and resource management. On the contrary, TBRF reported the lowest throughput, which
can be seen as a limitation for handling scalability. Overall, the results support that MAO with ECO is the preferred means
of maintaining throughput performance with larger and more complex WSN applications.

Table 3: Comparison table on False Positive Rate (FPR)

Node Size TBRF[31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 6.2 5.8 5.3 5.6 5.1 3.9

20 6.8 6.4 6.0 6.2 5.8 4.3

30 7.5 7.1 6.6 6.9 6.4 4.7

40 8.1 7.6 7.2 7.4 6.9 5.0

50 8.7 8.1 7.7 8.0 7.3 5.4

Table 3 compares the False Positive Rate (FPR) of six routing protocols (TBRF, MALP, PEGASIS, RPAR, MCMP, and
the proposed MAO with ECO). As node size increases from 10 to 50, the False Positive Rate increases for all tested
protocols, indicating that it becomes more difficult to distinguish legitimate nodes from malicious nodes in larger density
networks. Among the protocols, the TBRF shows the highest FPR . On the other hand, the MAO with ECO shows the
lowest FPR across all node size. This means the proposed MAO with ECO protocol is better at minimizing incorrect
identifications of threats, enhancing the security and reliability of the network in many more challenging or sprawling
network deployment scenarios.

False Positive Rate vs Node Size
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Figure 7: False Positive Rate (FPR) Comparison Chart

The figure 7 displays False Positive Rate (FPR) comparisons of different routing protocols as the size of the nodes in a
WSN increases. As noted, the FPR increases with the node size for each method; this is mainly due to the complexity and
clear uncertainty with larger networks. Again, TBRF has the highest measured FPR with all of the candidate protocols.
This means TBRF has the highest probability of misclassifying benign nodes as malicious nodes. The MAO with ECO
(Proposed) protocol rendered the lowest FPR across all assessed node sizes. The low FPR exhibited by the MAO with ECO
(proposed) protocol shows that it has more accuracy and reliability with regard to intrusion detection. This is in-line with
our assertion that this method deals well with false alarms and provides additional assurance for trusted network
communications.

Table 4: Comparison table on Security Overhead

Node Size | TBRF[31] RPAR [34]
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MALP PEGASIS MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 7.5 7.2 6.8 6.9 6.5 5.1

20 8.3 7.9 7.3 7.5 7.1 5.6

30 9.1 8.7 8.1 8.3 7.8 6.0

40 10.0 9.4 8.9 9.1 8.6 6.4

50 10.8 10.1 9.6 9.9 9.2 6.9

Table 4 presents the security overhead suffered by six different routing protocols: TBRF, MALP, PEGASIS, RPAR,
MCMP, and the proposed MAO with ECO, for an increasing number of nodes. As the number of nodes increases from 10
to 50, so does the security overhead for all protocols. This is to be expected as securing more communication paths
contributes to increased overhead. TBRF consistently suffers the most overhead, whereas the proposed MAO with ECO
incurred the least overhead across each node size. This reinforces the ability of MAO with ECO to provide strong security
while maintaining efficient consumption of limited resources and energy, making it an efficient option in large scale, energy
constrained networks.

Comparison of Security Overhead
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Figure 8: Security Overhead Comparison Chart

The figure 8 shows the Security Overhead for several routing protocols as a function of the increasing node size in a
wireless sensor network. As you expect, Security Overhead increased as the size of the node increased due to the need for
more encryption, authentication, and transmitted. TBRF and MALP incur the most overhead and exhibit limited efficiency
to maintain secure communication in the WSN network. As depicted in the graph, the MAO with ECO (Proposed) protocol
always maintains the least security overhead with the node sizes measured. This indicates that it is lightweight and efficient
based on its design specifications, especially for wireless sensor networks needs such as healthcare or real-time monitoring
protocols that are resource-constrained.

Table 5: Comparison table on End-to-End Delay (latency)

Node Size TBRF [31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 121 115 110 105 112 91

20 138 130 122 118 126 99

30 149 143 134 129 138 107

40 158 153 144 139 149 116

50 170 161 151 145 157 121

Table 5 compares the end-to-end delay (latency) of six routing protocols (TBRF, MALP, PEGASIS, RPAR, MCMP, and
the proposed MAO with ECO) for node sizes of 10 through 50. With the increase in node size, latency increased across all
protocols, as expected due to the diameter of the network causing additional transmission time and also delays due to
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congestion in larger networks. TBRF has the largest delay by far, and MAO with ECO has the lowest latency by far across
all node sizes. This demonstrates in conjunction with our metrics that the proposed protocol effectively optimizes the path
in lieu of reducing delays in general, and can promote faster and more responsive communication even under increased
loads in a dense network.

End-to-End Delay vs Node Size
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Figure 9: End-to-End Delay (latency) Comparison Chart

The figure 9 displays the end-to-end delay for different node sizes by the route protocols of TBRF, MALP, PEGASIS,
RPAR, MCMP, and the proposed MAO with ECO route protocol. Overall, we see that as the node size increases from 10
to 50, the end-to-end delay also increases across all protocols suggesting that there is more delay in larger networks than
smaller networks. We also observe that TBRF experiences the highest delay across all node sizes, and that the proposed
MAO with ECO operates with the least amount of delay across all node sizes. The MAO with ECO route protocol
demonstrates significantly superior efficiency in terms of reducing delay than the other protocols, likely due to
incorporating more efficient path selections and energy-aware operation. As evidenced in the performance of the proposed
MAO and ECO routing protocol scheme, new schemes could offer a significant improvement of performance to existing
schemes when applied to very large scale networks.

Table 6: Comparison table on Packet Delivery Ratio (PDR)

Node Size TBRF[31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 85.1 86.3 88.9 87.4 89.5 94.2

20 82.3 84.2 87.6 85.5 88.2 93.1

30 78.5 80.6 84.4 83.2 85.6 914

40 74.2 77.9 81.3 80.1 82.7 89.6

50 70.5 75.1 79.1 77.4 80.9 88.3

Table 6 shows the performance of Packet Delivery Ratio (PDR) by six routing protocols, TBRF, MALP, PEGASIS,

RPAR, MCMP and the proposed MAO with ECO, regarding the increasing node sizes. PDR decreases for all the protocols,
showing the challenge of preserving reliable delivery in larger, complex networks, as the network size increases from 10
to 50 nodes. MAO with ECO always achieves the highest PDR regardless of node size, and shows greater reliability for
transmission of data, while TBRF achieves the lowest PDR, especially in larger networks. These results validate the
robustness of MAO with ECO for ensuring reliable quality communication within scalable environments.
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Figure 10: Packet Delivery Ratio (PDR) Comparison Chart

The figure 10 depicts the performance of six different routing protocols, TBRF, MALP, PEGASIS, RPAR, MCMP, and
the proposed MAO with ECO, using packet delivery ratio (PDR) as the metric within different node sizes. With an increase
in node size from 10 to 50, each of the protocols has a PDR decline, implying that dense networks lead to less reliability
in the packet transmission process. The proposed MAO with ECO protocol has a delivery ratio which remains the highest
consistently across node sizes, demonstrating stronger resiliency for the proposed course of action. The TBRF has a
dramatic drop off demonstrating least efficiency and lowest delivery ratio as node sizes increase, highlighting the advantage
of MAO with ECO to sustain quality of communication in scalable environments.

Table 7: Comparison table on Trust Convergence Time

Node Size TBRF[31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 45 43 41 42 39 30

20 52 49 47 46 44 34

30 60 58 53 51 49 39

40 68 63 60 58 55 43

50 75 70 66 63 60 47

The table 7 above present’s trusts convergence time for various protocols from different node sizes, and it can be seen that
trust convergence time increases as node size increases for each protocol. The MAO with ECO (Proposed) protocol tends
to use the least amount of convergence time in arriving at trust convergence, which is evident by the fact it has the least
convergence time at all node sizes. At 50 nodes, it has a convergence time of 47; TBRF is next at 75, followed by MALP
at 70, for example. Since the MAO with ECO protocol shows a much lower trust convergence time than the next protocols,
it reflects its efficiency in arriving at trust convergence. The MAO with ECO protocol's efficient trust convergence time
likely is a result of its optimized approach versus neighboring protocol methods. Importantly, MAO with ECO provided
more efficiency than its competitors through appropriate handling of network dynamics.
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Figure 11: Trust Convergence Time Comparison Chart

The figure 11 illustrates the trust convergence time with respect to node size for six different protocols TBRF, MALP,
PEGASIS, RPAR, MCMP, and the proposed MAO with eco. As node size increases from 10 to 50, trust convergence time
also increases for all protocols, reflecting the increased complexity of trust establishment over larger networks. Among the
protocols, TBRF and MALP demonstrated the highest convergence times, indicating they are slower to evaluate trust;
conversely, the proposed MAO with eco consistently demonstrated trust convergence time shorter than the other protocols,
suggesting it can very rapidly establish trustworthy communication paths. This also demonstrates the scalability and
reliability of the proposed protocol in dynamic network environments.

Table 8: Comparison table on Routing Overhead

Node Size TBRF[31] | MALP PEGASIS RPAR [34] | MCMP MAO with ECO
[32] [33] [35] (Proposed)

10 12.1 11.3 10.8 10.5 9.9 7.8

20 13.4 12.6 11.9 114 10.7 8.3

30 14.8 13.7 13.1 12.5 11.6 9.0

40 16.1 14.3 14.3 135 12.5 9.6

50 17.3 15.5 15.5 14.6 13.4 10.2

The table 8 comparison of routing overheads shows that MAO with ECO (Proposed) has the least overhead in all node
sizes. As the number of nodes increases from 10 to 50 for all protocols, routing overhead increases. This is expected because
everyone needs to communicate, which rises the routing overhead. The expression proposed protocol shows efficiency
compared to others with a significant lower maximum cost or overhead (10.2 compared to 17.3 in TBRF and 15.5 in MALP
and PEGASIS) at 50 nodes. This matches our prior statements that MAO with ECO maintains simplicity, controls routing
information exchanges, is adaptable, and can be supportive of sustainable energy addition to lower hypothesis.

J Rare Cardiovasc Dis. 490



How to Cite this: Prema K and N. Thenmozhi, et, al. Trust-Aware Secure Optimization for QOS in Healthcare Wireless Sensor Networks. J Rare Cardiov

Dis. 2025;5(54):474-493.

JOURNAL
OF RARE
CARDIOVASCULAR DISEASES

Routing Overhead vs Node Size

TBRF

MALP

PEGASIS

RPAR

MCMP

MAQ with ECO (Proposed)

EXEER

Routing Overhead

10 15 20 %

35 40 4 50

Node Size

Figure 12: Routing Overhead Comparison Chart

The figure 12 illustrates the routing or control overhead with varying node sizes for TBRF, MALP, PEGASIS, RPAR,
MCMP and the proposed MAO with ECO. Globally across the various different node sizes of 10 to 50 node size both the
routing overhead is increasing depending on the protocol, this is a reflect of the added overhead of control messages when
the network increases in size. Of the protocols and respective overhead TBRF shows the largest overhead consistently,
whereas proposed routing overhead with MAO and ECO shows the smallest overhead for any given node size. Taken
together, and through the proposed model's minimal communication and control traffic means it is scalable and suitable

for energy and resource constrained devices and networks.

CONCLUSION

In conclusion, this research proposes a Comprehensive
and Generative Secure, Energy-efficient and High-
performance routing approach appropriate for Wireless
Sensor Networks (WSNSs) in healthcare Internet of
Things (10T) applications based on the Modular Aging
Optimization (MAO) with Energy Conversion
Optimization (ECO) framework. The proposed model is
unique in its inclusion of trust evaluation, dynamic node
aging, and energy conversion mechanisms to achieve a
secure and adaptive multi-hop routing approach that can
overcome the problems of prior schemes. Through the
combined use of trust-aware CH selection and real-time
energy harvesting models, MAO with ECO extends the
reliability, availability and lifespan of healthcare WSNs
while providing secure transmission of sensitive
healthcare information. To demonstrate the established
performance of the system, performance analysis has
been conducted using multiple performance metrics,
including throughput, packet-delivery ratio, end-to-end
delay, routing and security overhead, false positive rate,
and trust convergence time. The performance validated
the effectiveness of the proposed system in securing;
energy-efficient and high-performance route through
healthcare applications using WSNs. MAO with ECO
demonstrated the strongest performance no matter the
network size, illustrating the robustness and flexibility of
the method across complex, large-scale environments.
This framework could be especially relevant for
healthcare use cases where real-time data monitoring and
the preservation of data integrity is paramount. The
framework provides an intelligent routing strategy while

using light-weight cryptographic methods to achieve
strong protection without heavy resource utilization.
Furthermore, the adaptability of trust and energy
periodically updates will help keep the system
responsive and resilient against dynamic conditions,
such as node failures and mobility. This research
provides an opportunity for more intelligent, secure, and
sustainable IoT Systems in critical applications with
novel WSN routing methods. The MAO and ECO
combination therefore shows potential to advance both
performance and scalability of healthcare loT
infrastructure, in environments where energy is
constrained and latencies show sensitivity. We look
forward to extending the framework to support Al-
enabled bulk anomaly detection for proactive threat
response and adaptive routing decisions. We will also
have a real-world deployment to test it in various
healthcare situations, to assess both its practical usability
and possible performance.
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